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Abstract

In the paper we define a notion of a resistant quantum hash function which combines a notion of
pre-image (one-way) resistance and the notion of collision resistance. In the quantum setting
one-way resistance property and collision resistance property are correlated: the "more" a
guantum function is one-way resistant the "less" it is collision resistant and vice versa. We
present an explicit quantum hash function which is "balanced" one-way resistant and collision
resistant and demonstrate how to build a large family of balanced quantum hash functions.
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