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Abstract

© 2016, Allerton Press, Inc.We propose a binary quantum hashing technique that allows to
present binary inputs by quantum states. We prove the cryptographic properties of the quantum
hashing, including its collision resistance and preimage resistance. We also give an efficient
guantum algorithm that performs quantum hashing, and altogether this means that this function
is quantum one-way. The proposed construction is asymptotically optimal in the number of
qubits used.
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